NH®OPMALIMOHHAS ITAMSTKA JIJIsA
OBYYAIOIIUXCHA

C KaXmbIM TOIOM MOJIONSKH B HHTEPHETEC CTAHOBUTHCS OOJbBIIE, a INKOJBHUKH OOHH W3 CAMBIX aKTHBHBIX
moJp30BaTeneit Pynera. Mexxay Tem, TOMHMO OTPOMHOTO KOJIMIECTBAa BO3MOKHOCTEH, HHTEPHET HeceT U MpoliIeMsl. J1a
maMsITKa JTOJDKHA IIOMOYB Tebe 6e30ITacHO HaXOAUTHCS B CETH.

KoMnboTepHbIe BUPYCHI

KommbioTepHBIil BUpYC - 3TO pa3HOBUIHOCTH KOMITBIOTEPHBIX IIPOTPaMM, OTIHYUTEIBHON 0COOCHHOCTHIO KOTOPOM
SIBIISIETCS] CIOCOOHOCTH K Pa3MHOKEHUIO. B JONoTHEHNE K 3TOMY, BUPYCHI MOTYT IMTOBPEIUTH HITH OJTHOCTHIO YHUUTOXKHUTH
Bce (hailiel 1 JaHHBIE, TIOIKOHTPOJIFHBIE TIOJIB30BATENI0, OT MIMEHH KOTOPOro OBLTa 3aITylieHa 3apaXXeHHas npodamma, a
Tak)Ke MOBPEIUTh WX J1aXKe YHUITOXKUTh OMIEPAIIMOHHYIO CUCTEMY CO BceMU (paiiiamu B 1iesioM. B OOJIBIIMHCTBE CiTydaeB
PacpOCTPaHSIOTCA BUPYCHI Uepe3 HHTEPHET.

MCTOJII)I 3allIATBI OT BPSIOHOCHBIX IMPOTrpaMM:

1. Mcnonp3yil coBpeMeHHbIE OIepallMOHHBIE CUCTEMBI, UMEIOIINE CEPbe3HBIN YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX
IpOrpamm;

2. IlocTostHHO ycTaHaBiwMBal mauté (IH(POBIE 3aIUIATKH, KOTOPHIE aBTOMATHIECKH YCTAHABIMBAIOTCS C LIENBI0
JIOpabOTKH MPOTPaMMBbI) U APYyrre OOHOBICHHUS CBOCH ONEPAaMOHHON cucTeMbl. CKaurBail WX TOJBKO C O(HIIMATIHLHOTO
caifra pa3paboranka OC. Eciu cymecTByeT peskuM aBTOMaTHIECKOTO OOHOBJICHHSI, BKITIOUH €r0;

3. Pabotaii Ha cBoeM KOMIBIOTEpPE MOA IpaBaMH IIOJH30BATElNs, a HE aJMHHHCTpaTropa. JTO HE ITO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX NMPOTPaMM HHCTAINIMPOBATHCS HAa TBOEM IIEPCOHAITEHOM KOMITBIOTEPE;

4. Vcrionp3yld aHTHBUPYCHBIC MPOTPAMMHBIC IPOAYKTHI HW3BECTHBIX IIPOM3BOIUTENEH, C aBTOMATHYCCKHM
o0HOBJICHUEM 0a3;

5. Orpannub HU3HYECKUH TOCTYI K KOMIBIOTEPY [UIS TOCTOPOHHUX JIMIL;

6. Mcnonp3yld BHENIHUE HOCHUTENW MH(OPMAIIMH, Takue Kak (premka, AucK Wik (aii u3 MHTEPHETa, TOJIBKO U3
MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBali KOMIBIOTEPHBIE (DaiiIIbI, TIOTYYCHHBIC U3 HEHAJIS)KHBIX UCTOYHUKOB. [laxke Te aiinbl, KOTOpbIe
MpHcIiall TBOW 3HAKOMBIH. Jlydille yTOYHM y HETro, OTIPAaBJIsUI JIM OH TeOe uX.



Cerun WI-FI

Wi-Fi - sT0 He BHMJ mepenaud JaHHBIX, HE TEXHOJOIHWS, a BCEro Jwuinb OpeHn, mapka. Eme B 1991 ronmy
HUJIepIIaH/ICKasi KoMIaHusl 3apeructpuposana opern "WECA", uto o6o3Hauano cinosocoderanue "Wireless Fidelity”,
KOTOPBIH IepeBOANUTCS KaK ""GecripoBOHAS TOUHOCTB .

Jlo Hairero BpeMeHH Jiolnia apyras abopeBuarypa, KOTopas SBJISICTCS TAKOW e TEXHOJIOTHEeH. DTo ab0peBnaTypa
"Wi-Fi". Takoe Ha3BaHue OBLTO JaHO C HAMEKOM Ha CTAHIAPT BBICIIEH 3ByKOBO# TexHuku Hi-Fi, uTo B mepeBome o3Hagaet
"BBICOKAsI TOUHOCTB'".

Z[a, OCCIIIaTHBIN HUHTCPHCET-AOCTYII B Ka(be, OTCJIX U a3ponopTax sBJIACTCA OTJIMYHOM BO3MOXKHOCTBIO BBIXO/A B
HUHTCEPHET. Ho muorue OKCIICPTHI CUUTALOT, YTO 06HIeI[OCTyHHI>Ie Wi-Fi ceTr He SBsr0TCS O€30MaCHBIMHU.

CoBeTsl 110 6€30MacHOCTH paboThl B 001en0CcTymHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro uuHyr0 nHGOpMaImio depes obmenocrynusie Wi-Fi cetu. Paboras B HuX, jKelaTeIbHO HE
BBOJIUTH MAPOITH JJOCTYIIA, IOTHHEI U KAKKe-TO HOMEpa,

2. Uctionb3y#t M OOHOBIANM aHTHBUPYCHBIE IPOrpaMMbl U OpaHaMayep. Tem caMbIM ThI oOe3omacuib cedst oT
3aKauyKH BHpYyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonszoanun Wi-Fi orkmoun dyrakmmro "O6mmii goctyn K ¢aiiaam u npuarepam”. Jannas QyHKIus
3aKphITa M0 YMOJIYAHHUIO, OJJHAKO HEKOTOPBIE MOIb30BATEIN aKTHBUPYIOT €€ JJIsl y00CTBa UCIIOIb30BaHMUS B paboTe WK
yuebe;

4. He ucnons3yit myomuunsiii WI-F1 nis nepenauu TMYHBIX JaHHBIX, HAIPUMED AT BHIXOJIA B COL[HATBHBIE CETU
WY B 3JIEKTPOHHYIO MOYTY;

5. Hcnonk3yii ToNpKO 3amuiieHHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope Beb-ampeca BBOAU
umenHo "https://";

6. B mobmasHOM Tenedone ortkmoun (yaknuio "Tlomkmouenne k Wi-Fi aBromarmueckn". He momyckaii
ARTOMATUYECKOTO TTONKITFOUenHns vernoiicTra k cetam Wi-Fi 6ez Troero cornacus.

CouuajabHble ceTH

COI.II/IZU'IBHLIC CCTH aKTUBHO BXOAT B HAINY )KU3Hb, MHOTHEC JIFOIU pa60Ta10T 1 )XMBYT TaM IIOCTOSAHHO, a B Facebook
YK€ 3apEruCTpupOBaH MUJIIIMAP A YCIOBEK, YTO ABJIACTCA OJIHOH ceIbMOM BCEX JKUTEINEH IIaHeThl. MHOTHE ITOIb30BATEIIN
HC IIOHUMAKOT, YTO I/IH(bopMaHI/ISI, pasMClICHHAasd UMU B COLHUAJIBHBIX CCTAX, MOKET OBITH HaﬁI[BHa 1 UCII0JIb30BaHa KEM
YrogHO, B TOM YHCJIC HE 00s13aTeNLHO ¢ OIaruMu HaMCPCHUAMU.

OCHOBHEIE COBETHI 110 O€30MaCHOCTH B COIMATBHBIX CETSX:
1. Orpanndb cucok apy3edd. Y Te0s B APY3bsX HE MOIDKHO OBITH CIyYallHBIX U HE3HAKOMBIX JIFOJICH;

2. 3ammuimai cBOIO YacTHYIO H3Hb. He ykaspIBail maposu, TeseoHsl, apeca, 1aTy TBOETO POXKACHUS U IPYTYIO
JIMYHYIO I/IH(I)OpMa]_H/IIO. 3.]'IOYMLI]J_IJ'I€HHI/IKI/I MOT'YT HMCIOJIb30BAaTh JaXKC I/IH(bOpMaHI/II-O O TOM, KaK Tbl U TBOHU POJUTEIIN
IIJJAaHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amumiaid CBOK pemyTalHio - JIEPKHA €€ B YUCTOTE M 3ajJaBail cebe BOMPOC: XOTed Obl ThI, YTOOBI JIpyrue
MOJIb30BATEITH BUJICIH, YTO ThI 3arpysxaeiiib? [Togymai, mpexae 4eM 4To-To OMyOIMKOBATh, HAITUCATh U 3arPy3HTh;

4. Ecau THI TOBOPUING C JIFOJBMH, KOTOPBIX HE 3HAEIIb, HE HCIOIB3yH CBOC peaibHOC MMS U JAPYTYIO JHYHYIO
nHGOPMAIIH: UM, MECTO JKUTEIbCTBA, MECTO YUeOBI M Ipouee;

5. Usberait pasmenienust ¢ororpaduii B MHTEpHETE, TAE THI M300paK€H Ha MECTHOCTH, IO KOTOPOH MOYKHO
OTIPEAETIUTh TBOE MECTOIOI0KEHHUE;

6. [Ipu perucrpanuy B COMATHHON CETH HEOOXOIUMO HCIIONIB30BaTh CIIOKHBIE TTAPOJH, COCTOSIINE U3 OYKB
U udp U ¢ KOIUIECTBOM 3HAKOB HE MEHee §;



7. [ conuanbHOW CETH, MOYTHI M IPYTHX CAHTOB HEOOXOAMMO MCIIONB30BaTh pa3Hble Maposid. Torma eciu Tedst
B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH MOJy4aT JOCTYI TOJBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE JeHbI U

DONeKTPOHHBIE AEHBIH - 3TO OYCHb YAOOHBIN CIIOCO0 ITaTexel, OMHAKO CYIIECTBYIOT MOIIIEHHUKH, KOTOPHIE XOTST
MOJIyYUTh 3TH JIEHBIU.

3H6KTpOHHLIe JOCHBI'Y MOSABUJIMCH COBCEM HEAABHO U MMCHHO KM3-3a 3TOTI'0 BO MHOT'UX IroCyJapCTBax a0 CUX IIOp HE
MPONMUCAaHO MPO HUX B 3aKOHAX.

B Poccum xe oHu Q)yHKHHOHI/IpyIOT 1 0 HUX YK€ IIPONUCAHO B 3aKOHE, 1€ UX PA3ACIAOT Ha HECKOJIBKO BUIOB -
aHOHUMHBIC U HE aHOHUMHBbIE. Pa3Hu1a B TOM, YTO aHOHHMMHBIC - 3TO I'€, B KOTOPBIX pa3peliacTCsa MPOBOAUTH ON€palinnu
0e3 I/II[eHTI/I(i)I/IKaIII/II/I I10JIB30BaTCIsA, a B HCAHOHHUMHBIX I/II[eHTI/I(l)I/IKaHI/IH IIOJIB30BATEIIA SIBISCTCS 00s3aTCIIBHOM.

Taxxke CJICAYCT pas3jindaThb 3JICKTPOHHLIC (1)I/IaTHI>Ie JCHbBI' (paBHBI TroCyaapCTBECHHBIM BaJ'IIOTaM) " 3JICKTPOHHBIC
He(l)I/IaTHI)IG JACHBI' (He PaBHBI TOCYAapCTBCHHBIM BaH}OTaM).

OcHOBHBIE COBETHI 110 Oe30MacHOH paboTe C 3IEKTPOHHBIMU JEHBIAMH:

1. IIpuBspKHM K cueTy MOOMIBHBIN TenedoH. ITO camblil yAOOHBIH U OBICTPBII cIOCOO BOCCTAaHOBUTH JOCTYI K
cuety. [IpuBs3aHHbIH TeneQOH MOMOXKET, €M 3a0y IeIIb CBOII ITAaTeKHBII MapoJIb WX 3aii/IelIs Ha caiil ¢ HE3HAKOMOT'0
YCTpPOMCTBA;

2. Vcnone3yit onHOpasoskie napoiu. [lociie nepexona Ha yCHIIEHHYIO aBTOPH3ALHIO TeOe yKe HC OyleT yrpoxaTb
OTACHOCTb KPaXKH WU MepeXBaTa IUIATSIKHOTO MapoJis;

3. Beibepu ciioxkHbIH napoiib. [IpecTymmHrKaM OyaeT He MpOCTO yrajaTh CIIOKHBIA Mapoik. HagexHsle mapoiu -
9TO TAPOJH, KOTOPBIE COIEpKaT He MEHee 8 3HAKOB WM BKIIFOYAIOT B Ce0s CTPOYHBIC W IPOIUCHBIE OYKBEHI, TU(PH U
HECKOJIBKO CHMBOJIOB, TAKUE KaK 3HAK IoJuiapa, pyHTa, BOCKIHUIATSIBHBIN 3HaK U T.H. Hampumep. StRONg!;;

4. He BBOIM CBOM JINYHBIE JJAHHBIE HA CaiiTaX, KOTOPBIM HE JOBEPSICIIb.
JJIeKTPOHHASA MOYTAa

DNEeKTpOHHAS TIOYTA - 3TO TEXHOJIOTHS U MPENOCTABISEMBIE €10 YCIYTH M0 MIEPECHUTKE M MOTYYSHHIO JJIEKTPOHHBIX
COOOIIEHMIA, KOTOpPBIC PACIpPEAeOTCs B KOMIBIOTEpHOH ceTH. OOBIYHO DIIEKTPOHHBIN MOYTOBBIN SIIMK BBITIISAAT
CIIEAYIOIUM 00pa3oM: HMMs IOJNb30BaTesI@uMsT JoMeHa. Taike KpoMme Meperadyd IpOCTOro TEKCTa, HMEETCs
BO3MOXKHOCTbH TIepeaBaTh (aiibl.

OCHOBHEIE COBETHI 110 O€30MacHON paboTe C ANMEKTPOHHOU TTOUTOM:

1. Hano BeIOpaTh MpaBHIIBHBIN TOYTOBBIN cepBHUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOP OECIIATHBIX MOYTOBBIX
CEpPBUCOB, OJIHAKO JIyYllle IOBEPSTh TEM, KOO 3HAEIlIb U KTO IIEPBBIN B PEUTHHTE;

2. He yxassIBaii B TMYHOM moyTte MuuHyio HHpopMmanuio. Hanpumep, mydrne BRIOpaTh "My3bIKaNbHBIN (haHaT@)"
i "pox2013" BmecTo "Tema 13"

3. I/ICHOHLSyﬁ ABYXOTAIIHYIO aBTOPpHU3alHIO. 2710 Koraa mOMHUMO MapoJjisi Hy’>KHO BBOJAWTH KO, HpPICBIJ'IaeMLIfI oo
SMS;

4. BriOepu COXKHBIN Tapoib. JJis KaKJ0ro MoYTOBOTO SIIMKA JOJDKEH OBITh CBOM HAlleXKHBIN, YCTOWYHMBBIN K
B3JIOMY MapOJIb;

5. Ecnu ecTh BO3MOXKHOCTD HaITHCATh caMOMYy CBOM JTMYHBIN BOIIPOC, I/ICHO.]'II)3YI>1 9Ty BO3MOXHOCTD,

6. HCHOJ’ILSyﬁ HCCKOJIBKO ITOYTOBBIX AIMUKOB. HepBBIﬁ JUUISI YaCTHOM NEPEIHCKU C aapecaTaMu, KOTOPbIM ThbI



JOBCPsCUIb. 2710 BHCKTpOHHBIﬁ ap€C HEC HaA0 MCIIOJIb30BaTh MMPHU PECTUCTpAllH HAa (I)OPYMaX u caﬁTax;

7. He oTkpbIBaii Gaiiinbl U APYTHE BIOKESHUS B MUCHMAX, TAXKE €CJIM OHU MPHIILTH OT TBOUX JApy3eil. Jlydmie yrounu
Y HUX, OTIIPABJISTN JTX OHU TeOe 3TH (HaiIibr;

8. Ilocne okoHuanusi pabOTHI Ha TIOYTOBOM CEPBHUCE IEPE] 3aKPBHITHEM BKIIQJKH C CaiiToM He 3a0yIqp Ha)KaTh Ha
"B = n
BIATH".

KubepOynauHr uim BUPTyajbHOE U3/1€BATEIbCTBO

KubepOyumiHaTr - TpeciieloBaHWe COOOIICHUSMH, COICPKAIIMMH OCKOPOJIGHHUS, arpeccuio, 3alyTrHBaHUE;
XYJIUTAHCTBO; COLMATIbHOE OOMKOTHPOBAHHE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETEHI 110 00pKOE ¢ KHOEPOYIITMHIOM:

1. He Opocaiics B 60i. Jlyummuii crmoco0: MOCOBETOBATHCSA KaK ceOs BECTH W, €CIM HET TOTO, K KOMY MOKHO
00paTuThCs, TO BHAYAIE YCIIOKOMTHCS. ECIM Thl Ha4Helh OTBEYaTh OCKOPOJCHUSIMH Ha OCKOPOJCHUS, TO TOJBKO €Ile
0oJIbIIIe Pa30XIKEITb KOH(IUKT;

2. Ympasnsii cBoel KubeppemnyTaiueii;
3. AHOHHMHOCTB B ceTH MHIMas1. CyIIIeCTBYIOT CIIOCOOBI BEIICHUTE, KTO CTOUT 33 aHOHHUMHBIM aKKayHTOM;

4. He crout BecTHM XyIHMTaHCKHH 00pa3 BHPTyadbHOH XW3HH. MHTepHET (HUKCHpPyeT Bce TBOM ICUCTBHA U
COXpaHsIeT uX. Y IAINTh UX OyaeT KpaiHe 3aTpyIHUTEIBHO;

5. CoOnronait cBOIO BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. Wrnopupyii eqnHUYHBIN HeratuB. OTHOPa30BbIe OCKOPOUTEILHBIC COOOIICHHS JTyYIlie HTHOPHUPOBATh. OOBIYHO
arpeccus MPeKpaIiaeTcs Ha Ha4ajJbHON CTa IHH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COLIMANIBHBIX CETSAX €CTh BO3MOXKHOCTb
OJIOKMPOBKH OTIIPAaBKH COOOIICHUH C ONIPEAEICHHBIX a/IPECcOB;

8. Ecmu ThI cBUzETEND KNOEpOYUIMHTA. TBOM NEHCTBUSI: BHICTYITUTh MPOTUB MIpPECIeoBaTes, MoKa3aTh €My, 4TO
€ro JICHCTBUS OLIEHMBAIOTCS HETATHBHO, MOIIEPKATEH KEPTBY, KOTOPOH Hy)KHA IICHXOJIOTHYECKAS] TIOMOIIb, COOOIIUTH
B3POCJEIM O (haKTe arpecCHBHOTO TMOBEACHUS B CETH.

MoouabHblii Tes1edoH

CoBpeMeHHBIE cMapT(OHBI U MJIAHIIETH COEpXkKaT B ceOe BIOJIHE B3POCIBIH (PYHKIMOHAN, U TEIIEPh OHH MOTYT
KOHKYPHPOBaTh CO CTAI[MOHAPHBIMU KOMIbioTepaMu. OHAKO, CPEACTB 3aIIUTHI I TOAOOHBIX YCTPOMCTB MOKA OYEHb
Mao. TecTUpoBaHUE U IOUCK YA3BUMOCTEN B HUX IIPOUCXOJUT HE TaK MHTEHCUBHO, Kak ais I1K, ro sxe camoe kacaercs u
MOOMITBHBIX TTPHIIOKEHHUH.

CoBpeMeHHBIE MOOWIBHBIE Opay3epbl Y)Ke MPaKTHYeCKH ITOTHAJIM HACTOJIFHBIC aHANOTH, OJHAKO pacCUIMpEHHE
(hyHKIMOHATA BIIEUYET 32 CO00M OONBIIYIO CIOKHOCTh U MEHBIITYIO 3aIIUIIEHHOCTb.

HEUIGKO HC BCC MPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJ’[CHI/I${, 3aKpbIBAOIINE KPUTUYCCKUC YA3SBUMOCTU IJId CBOUX
YCTPOMCTB.

OCHOBHBIEC COBETHI JJIA 0e30MmacHOCTH MOOUILHOIO TeJ'Ie(l)OHaZ

Huuero He siBnseTcs MO-HAaCTOAIIEMY OCCILIaTHEBIM. BYZ[L OCTOPOXCH, B€b KOTAa TeOe npeajiararoT OecIIaTHBII
KOHTCHT, B HEM MOI'yT OBITH CKPBITBHI KaKHME-TO IVIATHBIC YCIIYTH,

Hymaii, npexxae uem otnpaButh SMS, hoto nmm Buaeo. Tl TOUHO 3HACIb, Te OHK OyIyT B KOHEUHOM HTOTE?



Heo0xoniMo 0OHOBIIATE ONIEPAIHOHHYIO CHCTEMY TBOETO cMapTdoHa;
Vcrionb3yii aHTHBHPYCHBIE IPOTPaMMBI JUIl MOOMJIBHBIX TeIe(OHOB;

He 3arpyskait mpuaoKeHUsI OT HEM3BECTHOI'O MCTOYHHKA, BEb OHM MOTYT COJCPIKATh BPEIOHOCHOE ITPOTPaMMHOE
obecreyenue;

[Tocne Toro kax ThI BB C CaliTa, TA€ BBOAWI JHYHYIO HH(OPMAIIHIO, 3aliIN B HACTPOIKH Opay3epa u yaaiu
cookies;

[Tepuoanuecku npoBepsii, kKakue IUIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
Hagaii cBoif HOMep MOOWIBHOTO TeJe(OHa TONBKO JIIOIIM, KOTOPHIX THI 3HACHIH U KOMY JOBEPSCIIb;

Bluetooth momxeH ObITh BRIKITIOUCH, KOT/Ia ThI UM He ToNb3yelubcs. He 3a0biBait nHOrma npoBepsats 3to. Online

UT'PbI

CoBpeMeHHbIE OHIAHH-UTPHI - 3TO KPACOYHBIC, 3aXBaTHIBAIOIINE Pa3BICUCHUS, OOBEAUHSAIOIINE COTHH THICST
YeJI0BEeK M0 BceMy MHUpY. Wrpoku HcciaeayloT AaHHBIE UM MHp, OOLIAlOTCS APYr C APYrOM, BBIIONHSIOT 33JaHUs,
CPa)Kar0TCsI C MOHCTPAMHU U ITOJTYYAIOT OMBIT. 32 YIOBOJIBCTBHE OHU IJIATAT: IOKYIAIOT AUCK, OIUIAYUBAIOT A00OHEMEHT MU
pHOOpEeTaroT KaKue-TO OIIIHH.

Bcee ot CpeaCTBa UAYT HA NOAACPIKAHUE U PAa3BUTUC UI'PHI, 4 TAKKC Ha CaMy 0€e30MacHOCTb: COBCPHICHCTBYHOTCA
CHUCTEMbI aBTOPU3AIUH, BBIITYCKAIOTCA HOBBLIC MaTYU (L[I/I(l)pOBI)Ie 3aIlIaTKu JJIsd nporpaMM), 3aKpPBIBAIOTCA YA3BUMOCTU

CEepPBEPOB.

B HOI[06HI)IX HUIrpax CTOUT OIacaTbCs HE CTOJIBKO CBOUX CONIEPHUKOB, CKOJIBKO KPpaXXH TBOCTO I1apoJisd, Ha KOTOPOM
OCHOBAHa CUCTEMaA aBTOpU3aAlINU OOJIBIINHCTBA urp.

OCHOBHBIE COBETHI 110 O€30IACHOCTH TBOETO UI'POBOTO AKKAYHTA:
1. Ecnu apyroii uTpok BefeT cedsl MI0X0 WK CO3JaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. Tloxamyiicsi aAIMAHICTPAaTOpPaM UTPHI Ha TUTOX0E MOBEACHHE 3TOTO UTPOKA, JKETATEIHFHO MPIIOKUTh KaKHe-TO
JI0Ka3aTeabCTBa B BUJE CKPUHOB;

3. He ykasbiBaii 1uuHY0 HHGOPMAIIHIO B TIpodaiiiie Urpsl;
4. VYpaxail IpyTuX y4aCTHHUKOB II0 HTPE;
5. He ycranaBnuBaii HeoHIIUAIbHBIE TATYN U MOJIBI;

6. Hcnomnp3yil c10KHBIC M pa3HBIE TTAPOIIH;

7. axxe BO BpeMs UTPbI HE CTOUT OTKIIIOYATh aHTHBUpYC. I10Ka ThI UTrpaerib, TBOI KOMIIBIOTEP MOTYT 3apa3UTh.
@OUIIMHT MJIM KPaKa JTUYHBIX JAHHbBIX

OObIYHOM Kpa>1<el71 JACHET U JOKYMCHTOB CE€TOAHA YK€ HUKOI'O HE yAUBUIb, HO C pa3BUTUCM UHTCPHET- TEXHOJIOTUI
3JIOYMBIIIJICHHUKU IICPEMCCTUIIUCH B UHTCPHET, U MPOJOJDKAIOT 3aHUMATBHC " mroOMMBIM" JCJIOM.

Tak mosiBUsach HOBas yrposza: MHTCPHCT-MOUICHHUYCCTBA WJIA (I)I/I]J.II/IHF, TJIaBHAaA 0OCJIb KOTOPOro COCTOUT B

MOJTy9IeHNH KOHDHICHIINATBHBIX TAaHHBIX TTOJh30BaTENeH - TOTHHOB 1 mapoieil. Ha anruiickom si3bike phishing unraercs
kak ¢uimar (ot fishing - peibHas mossist, password - mapoiis).

OCHOBHbBIE COBETHI 110 0OpHOE C (PUIIMHIOM:



1. Crnienu 3a cBOMM akkayHTOM. Ecnu ThI mogo3peBaclib, 4TO TBOSI aHKETa ObUTa B3JIOMaHa, TO HEOOXOIUMO
3a0JI0KMPOBATh €€ U COOOIINTH aJIMUHUCTPATOPAM pecypca 00 3TOM KaKk MOKHO CKOpee;

2. I/ICHOJ'II)Syﬁ Oc30IacHbIC BeG-CaﬁTLI, B TOM YHCJI€, UHTCPHET-MAra3uHOB U ITIOUCKOBBIX CUCTEM;

3. HCHOJ’IBByﬁ CJIOKHBIC U PA3HbBIC IMAPOJIA. Takum O6p330M, eciy Teos B3JIOMAKOT, TO 3JIOYMBINUJICHHUKHA I10JIy4aT
JAOCTYII TOJIbKO K OTHOMY TBOEMY HpO(l)I/IJ'I}O B CCTH, a HC KO BCCM,;

4. Ecnu Te0s B3JIOMaIH, TO HEOOXOJUMO MPEIyNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPhIC TOOABICHBI y TeOs B
IpPY3bsIX, O TOM, YTO TeOs B3IIOMAaIH 1, BO3MOKHO, OT TBOETO UIMEHH OYZET pacChlIaThCsl CIIaM M CCHUIKU Ha (PUIITHHT OBBIC
CaMTHhI;

5. Ycranosu Hanexubii mapois (PIN) Ha MoOUIbHBIH TeneOH;
6. OtkitouM coxpaHeHue Mapods B Opaysepe;

7. He oTkpbIBaii paiiiibl ¥ APYTHE BIOKCHUS B MUChMAX, TAXKE €CJIM OHU MPHIILTH OT TBOUX JApy3eil. Jlydiie yrouHu
Y HHX, OTIIPABJISLTN JIU OHU TeOe 3TH (paidibl.

Hu¢posas penyrauus

Hudposas pemy Tauus - 3TO HEraTUBHAs WM MO3UTHBHas HMH(opMmaiusa B cetu o Tebe. KoMmmpomerupyrommas
uHpOpMAIMs, pa3MELIeHHas B HHTEPHETE, MOXXET CEpbe3HBIM 00pa3oM OTpPa3sUThCS Ha TBOEH peanbHON >KU3HHU.
"[Mudposas pemytanus" - 3T0 TBOI UMUK, KOTOPBIH hopMupyeTcs U3 HHpOpMAIUK 0 TeOe B MHTEPHETE.

TBOE MECTO KHUTEJIBCTBA, YUeObI, TBOC (PMHAHCOBOE TOJIOKEHHE, 0COOCHHOCTH XapaKTepa U paccKasbl O OJU3KUX -
BEC ATO HAKAILUTUBAETCS B CETH.

MHoTrHe OJPOCTKH JIETKOMBICIICHHO OTHOCSTCS K ITyONMKaluK JTNIHOoH nHbopMmanuu B IHTEpHETE, HE OHUMAs
BO3MOJKHBIX OCTIEACTBUH. THI Jaxke HE CMOXKEIIb IOTagaThes O TOM, YTo GoTorpadus, pasMelieHHas 5 JIeT Ha3aj, cTana
MPUYMHON OTKa3a MPUHSTH TeOs Ha padoTy.

KommenTapuu, pa3MereHue TBoux (¢ororpaduii u apyrue AeHCTBUS MOTYT HE UCUE3HYTh JaXke MOcie TOTo, Kak
TBI UX yIAJIHUIIb. THI HE 3HACIIb, KTO COXPAHWI ATY HH(OPMAIUIO, IO JIX OHA B TIOMCKOBBIE CHCTEMBI U COXPAHUIIACh
JIM OHa, a IVIABHOE: YTO MOAYMAIOT O TeOe OKpYy’KaloIIWe JIFOAM, KOTOPbIE HANIYT M yBUAAT 3To. HalTi nHopmarmio
MHOT0 JIET CITyCTS CMO>KET JIF000I1 - KaK U3 T0OPbIX MOOYXKIESHUH, TaK ¥ C HAMEPEHUEM NIPUYNHUTH BPeA. DTO MOXKET OBITH
KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBOI PEITyTAIHH:
1. Iloxymaii, mpexxae 4eM uTo-TO ITyOJIMKOBATh U IIepeiaBaTh y ce0s B OJ1ore WK B COLMAIBHOMN CETH;

2. B HacTpoiikax mpo¢uisi yCTaHOBH OrpaHUYIEHUS Ha IIPOCMOTP TBOETO MPOGHIIS U €ro COACPIKUMOT0, ClIeNail ero
TOJIBKO "mitst apy3eit”;

3. He pa3mernaii u He yka3pIBail HHPOPMAIIHIO, KOTOPAs MOXKET KOTO-TH00 OCKOPOIISATh WIIN OOMKATH.

ABTOpCKOE NPaBo

CoBpeMeHHBIE IIKOJBHUKH - AKTHBHBIE TT0JIB30BATENN IH(POBOTo npoctpancTBa. OIHAKO JAIEKO HE BCE 3HAIOT,
YTO TIOJIb30BaHHE MHOTHMH BO3MOKHOCTAMH IH(POBOrO MUpa TpeOyeT COOJIOACHHS NMPAB Ha HHTEIUIEKTYaJIbHYIO
COOCTBEHHOCTb.

TepMuH "HHTENIEKTyaIbHAs COOCTBEHHOCTH' OTHOCUTCS K Pa3IMYHBIM TBOPEHHSAM UeJIOBEUECKOTO yMa, HauMHasA
C HOBBIX M300peTeHHH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha NMPOMYKTHl M YCIYTH, W 3aKaH4YMBass KHUTaMH,
(ororpadusiMu, KHHOPHUIBMAMH U MY3BIKaJIbHBIMU IPOU3BEACHISIMU.

ABTOpCKHE TIpaBa - 3TO MpaBa HA WHTEIDICKTYyalTbHYI0O COOCTBEHHOCTh Ha MPOM3BEICHUS HAYKH, JIUTEPATYPHl U
HCKYCCTBa. ABTOPCKHE IIpaBa BBICTYMAIOT B KAUECTBE TAPAHTHH TOTO, YTO WHTEIUICKTYaJIbHBIH/TBOPUECKUH TPy



aBTOpa He Oy/eT HalpacHbIM, AACT €My CIIpaBeIIMBbIe BO3MOXKHOCTH 3apad0TaTh Ha pe3yJibTaTax CBOEro TPy/a, MOIY4YUTh
W3BECTHOCT, W Tmpu3HaHWe. HuUKTO 0€3 paspemieHHss aBTOpa HE MOXKET BOCHPOW3BOAUTH €r0 IPOU3BEACHUE,
pacIpoCcTpaHsiTh, MyOIMIHO AEMOHCTPHPOBATH, IPOJABATH, UMIOPTHPOBATE, ITyCKATh B MPOKAT, IyOIMIHO HCIONHSATH,
MIOKA3bIBATH/UCTIONHATE B 3(Upe WK pa3MemiaTts B HTepHeTe.

Hcnonp3oBanre "mmpaTcKoro” MpOrpaMMHOTO OOECIICYCHHS MOXKET MPHUBECTH K MHOTHM PHCKaM: OT IOTEpH
JAHHBIX K TBOMM aKKayHTaM 10 OJOKHMpPOBKH TBOETO YCTPOWCTBA, IJIe YCTAaHOBJICHA HelleranbHas nporpamma. He ctout
TaKke 3a0bIBaTh, YTO CYIICCTBYIOT JICTANbHBIC B OECIUIATHBIEC IPOTPAMMEI, KOTOPBIE MOKHO HAWTH B CETH.

O nopraJe

CereBUYOK.p(] - TBOH TTIaBHBIA COBETUHK B CETH. 371€Ch Thl MOXeEIIb y3HATh O OE30MMaCHOCTH B CETU NIOHATHBIM U
JOCTYIHBIM SI3BIKOM, @ IIPHU BOSHUKHOBEHHH KPUTUIECKON CUTYaIlH 0OPAaTUTHCS 32 COBETOM. A TakXKe MPUHATH yJacTHe
B KOHKYPCax M CTaTh CaMbIM HU(POBBIM I'PaKIaHUHOM!



